Leave big tech behind! How to replace Amazon, Google, X,
Meta, Apple — and more
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A handful of companies monopolise the web, with unprecedented access to our data. But there are many
more ethical — and often distinctively European — alternatives

There’s not much to love about big tech these days. So many ills can be laid at its door: social media
harms, misinformation, polarisation, mining and misuse of personal data, environmental negligence, tax
avoidance, the list goes on. Added to which, Silicon Valley’s leaders seem all too keen to cosy up to the
Trump administration, to shower the president with bribes — sorry, gifts — and remain silent about his
worsening political overreach. And that’s before we get to the rampant “enshittification”, as the tech writer
Cory Doctorow describes it, which means that by design many big tech products have become less useful
and more extractive than they were when we originally signed up to them.

We’'ve entered into a Faustian pact with these companies: “While it’s brilliant to have access to high-
quality products and software, very often for ‘free’, it’'s important to remember that there is a trade-off
involved — often of our personal data and privacy,” says Lisa Barber, tech editor at Which? We give these
companies our attention and our information, which they then turn into big bucks and apparently
unassailable monopolies.

But the good news is we can go elsewhere. The rest of the world is weighing up its reliance on US
technologies, and in Europe especially we're realising there are better alternatives to just about everything
big tech is shilling, if by “better” we mean greener, more ethical, more independent, more respectful of
your privacy or simply less disturbingly, monolithically powerful. Making the switch is easier than you
might imagine. Here are a few pointers.

Search

Google has cornered 90% of the search market for the past decade, but it is often no better, and
sometimes demonstrably worse than its rivals, perhaps on purpose — Doctorow has called Google: “the
poster-child for enshittification” citing its alleged strategy of worsening search quality so that users spend
more time on the site. But changing the default search engine on any device is extremely easy.

I've been using Ecosia for years. Instead of using your searches to fill corporate coffers, it uses them to
plant trees. The Berlin-based company claims to have planted nearly 250m trees since it launched in
2009 (you can even get your own personal counter to feel extra virtuous). Ecosia commits 100% of its
profits to climate action (over €100m so far), produces more clean energy than it consumes via its own
solar plants, and collects minimal data on its users. Ecosia’s search results are not always as thorough as
Google, admittedly (in the “news” category, for example), though the toolbar does give you options to
search via Google and Bing if you need to.

Too good to be true? A little. Like many search alternatives, Ecosia is fundamentally powered by
Microsoft’s Bing (Yahoo and DuckDuckGo also rely on Bing to some extent). And it only makes money
from users clicking through on ads, so if you ignore the ads, you’re not planting any trees. If you want a
genuine alternative, there’s UK-based Mojeek, whose search results are 100% independent of Google or
Bing, and which promises not to track users or collect information on them, so everyone gets exactly the
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same search results (not the case with Google or Bing). The French company Qwant is similarly privacy-
oriented (its slogan is “The search engine that values you as a user, not as a product”) and is now mostly
independent (having started out based on Bing). It is now partnering with Ecosia to build a new “European
search index”.

Browser

Our browsers are often the application we spend the most time using online, and most of us are happy to
unquestioningly adopt the default one for whichever ecosystem we’re locked into: Chrome for Google and
Android; Safari for Apple; Edge for Microsoft. These three make up about 90% of the market. Our
browsing activity enables these corporations to accumulate vast amounts of data on our personal habits,
all the better to market to advertisers or third parties. At least there are viable US-based alternatives in
this category, such as Mozilla Firefox, which is open-source and relatively secure and private. An even
more private (but still free and equally effective) version of Firefox is LibreWolf, which was developed by
Codeberg, a German software nonprofit.

The next biggest player is Opera, which was developed in Norway 30 years ago, though it is now majority
controlled by a Chinese company. But, in 2015, Opera’s founder Jon Stephenson von Tetzchner launched
a new, independent browser: Vivaldi. Based in Norway and Iceland, “where privacy rules are strong — so
your data is away from big tech’s insatiable appetite for your personal information to sell to advertisers”, it
claims to have 4 million users worldwide. Its super-customisable layout is almost overwhelming but as PC
World’s review put it, “there’s nothing | want to do with Vivaldi that | can’t, and nothing that it wants me to
do that it insists upon”.

Email

The top three email providers, Apple’s iCloud, Google’s Gmail and Microsoft's Outlook, make up about
three-quarters of the market — largely because they’re so well integrated into these firms’ other products.
And again, they’re pretty invasive, tracking your activity and building a profile of you. But there are myriad
more private and secure options that do basically the same things.

More than 100 million people use Proton Mail, for example (slogan: “A better internet starts with privacy
and freedom”). This Switzerland-based email service promises stronger end-to-end encryption than Gmail
or Microsoft’s Outlook (Proton’s VPN service is also popular). Tellingly, the first email new subscribers
receive tells you how to “set up automatic forwarding from Gmail in one click”. The free service only gives
you 1GB storage — as opposed to Gmail's 15GB. If you want more (up to 1TB), you have to pay. That’s
the case with quite a few of these competitors, says Ruaridh Fraser, tech writer and reviewer at Ethical
Consumer. “If you're not selling data, you need to get money somewhere else. But a lot of people might
quite reasonably feel that, actually, £1 a month is very worth it.”

There are other, greener options. Berlin-based Tuta claims to be powered by 100% renewable energy
(and has a robust privacy policy). The UK-based nonprofit GreenNet also claims to be 100% renewable
and sustainability oriented from top to bottom, but costs £60 a year — it topped Ethical Consumer’s
rankings, in which Gmail and Outlook both scored zero.

Office tools

It used to feel as if Microsoft Office — Word, Excel, PowerPoint — was the only game in town, and for many
businesses, it still is, although Apple and Google have their own suites of competitor products. Microsoft's
position at the foundations of IT infrastructure for not just businesses but governments has come under
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scrutiny recently, though, as has Europe’s reliance on big tech in general.

Microsoft executives have had to deny allegations that they threatened to cut off email services to the
international criminal court last year, after the US imposed sanctions against the ICC for issuing arrest
warrants for Benjamin Netanyahu and his former defence minister Yoav Gallant over alleged war crimes
in Gaza. Prosecutor Karim Khan’s email was cut off, but Microsoft denied direct responsibility. Last
November, the ICC judge Nicolas Guillou was also cut off from many US-controlled digital services
overnight, such as PayPal, Expedia and Airbnb. And last year Microsoft’s Azure cloud platform was also
implicated in an Israeli military mass surveillance programme of Palestinians in Gaza and the West Bank
(Microsoft terminated the service last September).

In light of such developments, many European governments have been worrying about their dependence
on US tech, and seeking alternatives. Many of them, including Austria’s military and local governments in
Germany and France, are switching to LibreOffice, created by the Berlin-based, nonprofit, The Document
Foundation. Businesses and individuals are doing the same. Ethical Consumer has used LibreOffice for
some time, says Fraser. “It's an open-source version of Word, and all of the Office tools. It works and
looks basically the same.”

Smartphones

Apple’s position in the big tech pantheon is largely down to its slickly designed hardware (iPhones make
up about 50% of its revenue), and its greedy landlord control of the iOS App Store, for which it charges a
30% commission on all sales (as does Google Play). But whoever makes your phone, it’s likely to have
involved exploitative labour and questionably sourced raw materials. It's also likely to have a suspiciously
short lifespan, requiring you to upgrade every few years. Manufacturers such as Apple have improved
their sustainability and repairability practices in recent years, but even then, you’re still subsidising things
like chief executive Tim Cook presenting a stupid gold trophy to Donald Trump, so ...

Leading the ethical smartphone field by some distance is the Dutch brand Eairphone. Its products are
consistently well reviewed and the brand scores an impressive 98 out of 100 in Ethical Consumer’s
survey, which ranks factors such as climate policies, conflict minerals, company ethos and reuse and
repairability (Apple scores 25 and Samsung 17). “Fairphone for us is the clear winner,” says Fraser. When
conflict minerals and exploitative supply chains became an issue about 10 years ago, he explains, most
companies responded with superficial measures, but “Fairphone chose to engage with those artisanal
miners, working directly with people on the ground to make transparent, traceable supply chains. It's very
genuine. It's not greenwashing.”

Other options include UK-based Nothing, which makes stylish, semi-transparent handsets. France’s
Crosscall does a good line in sustainable, tough, waterproof phones (they’re used by French police and
national railways), or there’s privacy-championing Murena, also from France. There is a catch: most of
these phones still rely on Google’s Android operating system, but any phone can be fully “de-Googled”
with the /e/OS operating system (it comes as standard with Murena phones), developed by the global,
mostly European, nonprofit, e Foundation.

Shopping

Amazon’s stranglehold over the retail market is so strong, its pricing power, delivery speeds and variety
are admittedly difficult to beat. Then again, many find Jeff Bezos’s extravagant lifestyle, gutting_of the
Washington Post and apparent disregard for employee welfare difficult to stomach, not to mention the
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company’s long-running tax avoidance, which is estimated to have cost the UK £575m in lost tax revenue
in 2024. Ethical Consumer has been recommending a boycott of Amazon since 2012.

The only real alternative is to shop around. “Our general rule for buying online is to buy refurbished or
secondhand where possible,” says Fraser. “And there are really good markets for that.” Backmarket for
example, is recommended for tech, “because that’s French-owned, everything’s refurbished up to a good
standard, and you have consumer protection”.

For secondhand books, Oxfam in the UK is always a good place to start. For new books, Bookshop.org
gives a cut of its profits to independent bookshops.

For new products, look for eco-oriented stores such as Veo and Shared Earth, or cooperatively run
retailers that share profits and pay their taxes — John Lewis and the Co-op are shining examples in the
UK. Which? also recommends Richer Sounds for new tech (“unparalleled technical expertise, and its
price-matching service means consumers can be confident they are getting the right product at the right
price”). “For big ticket appliances, John Lewis, Euronics, Lakeland, AO and Next boast not only an
extensive range of options but are also highly rated for customer care,” says Barber.

Social media

This is where things get tricky. Not because there aren’t perfectly good alternatives to big platforms such
as Facebook, Instagram, TikTok and X, but because you need a critical mass to make a social media
platform work. So despite their catalogue of harms, ills, misinformation and horrendous deepfake porn-
creation tools, these US giants continue to dominate.

But only because we let them. The steady exodus from Elon Musk’s X has benefited smaller, independent
alternatives such as US-owned Bluesky and German-developed Mastodon, whose feeds boast
considerably less hate, misinformation, bot-generated content and Al slop, and whose followings are
appreciable (about 1.5 million and 800,000 monthly active users, respectively), though dwarfed by the
likes of Facebook (3 billion) and Instagram (2 billion).

Artificial intelligence

Even more than other tech sectors, the Al field is dominated by deep-pocketed US brands such as
OpenAl, Anthropic, Google, Meta and Microsoft. Given the outlandish costs of chips, datacentres and
other essentials, few others can compete (apart from China). But as the Al chat market settles down, the
differences between rivals in terms of performance are getting smaller and smaller.

If there’s a European contender in this race, it would have to be France’s Mistral, founded in 2023 by
exiles from Google DeepMind and Meta. Its own chatbot, called ... what else? ... Le Chat,is closing_ in on
rivals such as ChatGPT and Claude, according to user reviews. It can do everything from coding to
holiday planning, and can reportedly generate answers faster than other Als — up to 1,000 words per
second. It’s fluent in French, English and other languages, added to which Mistral has an open-source
option (which means anyone can download and modify it for free). The company is transparent about its
confidentiality and privacy settings, draws on the archives of the global news agency Agence France-
Presse for accuracy, and has its own datacentres in France, with more under construction in Sweden. Its
investors do include Microsoft and Nvidia, so it’s not entirely big tech-free, but Mistral sees itself as “a
major step toward Europe’s technological independence”.
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